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How to Spend on Cyber Security
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Cybercrime Magazine

https://www.imf.org/en/Publications/WEO/weo-database/2021/April/weo-report?c=512,914,612,614,311,213,911,314,193,122,912,313,419,513,316,913,124,339,638,514,218,963,616,223,516,918,748,618,624,522,622,156,626,628,228,924,233,632,636,634,238,662,960,423,935,128,611,321,243,248,469,253,642,643,939,734,644,819,172,132,646,648,915,134,652,174,328,258,656,654,336,263,268,532,944,176,534,536,429,433,178,436,136,343,158,439,916,664,826,542,967,443,917,544,941,446,666,668,672,946,137,546,674,676,548,556,678,181,867,682,684,273,868,921,948,943,686,688,518,728,836,558,138,196,278,692,694,962,142,449,564,565,283,853,288,293,566,964,182,359,453,968,922,714,862,135,716,456,722,942,718,724,576,936,961,813,726,199,733,184,524,361,362,364,732,366,144,146,463,528,923,738,578,537,742,866,369,744,186,925,869,746,926,466,112,111,298,927,846,299,582,487,474,754,698,&s=NGDPD,PPPGDP,&sy=2020&ey=2021&ssm=0&scsm=0&scc=0&ssd=1&ssc=0&sic=0&sort=country&ds=.&br=1
https://www.nbcdfw.com/news/tech/cybercrime-to-top-6-trillion-in-2021-north-texas-security-firm-says/2636083/


Risks Most Challenging to Manage
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Cybersecurity risks (ransomware, phishing, etc.)

2021 AFP Risk Survey

https://bit.ly/3BbfbNk
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Companies Increase Spending on Cyber Security
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41%



Objectives

• Understand how to assign value to our information assets

• Key tools to budget and invest in information security
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SMEs Today

Franklin Donahoe, CEO, Lynx Technology 

Partners, Franklin has over 30 years of 

experience in data, information, cyber security, 

business and technology risk management and 

military service in the United States Marine Corps. 

He was the chief information security officer at 

Mylan Pharmaceuticals and Costco Wholesale.

Bryan Lapidus, FPAC, director of FP&A Practice 

for the Association for Finance Professionals 

(AFP), has more than 20 years of experience in 

the corporate FP&A and treasury space working 

at organizations such as American Express, 

Fannie Mae and private equity-owned companies.



Poll Question: 

Which describes the relationship between Finance understand IT? (check all that apply)

• Transactional: They send us numbers, we send them numbers

• Informed: Our liaison to IT understands technology

• Consulted: Finance (or the business) asks for IT input on all relevant investments

• Partnered: Finance ensures IT understands the financial implications of their decisions
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Finance “vs.” IT

Technology and Security are 

Business Decisions!

• Finance needs to understand IT 

and risk to be comfortable with 

their investment

• How do you figure out the correct 

spend and how to spend it?

Finance ♥ IT
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Poll Question: 

Which best describes how you value cyber investments? (choose one)

• NPV / IRR / ROI

• Total cost of ownership

• Option valuation

• We don’t value / “strategic” / required cost of doing business 
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Dimensions 

of Value
Finance must understand:

• Data

• Business value

• Risk profile

• Application of technology

Assets

Approach

10



Poll Question: 

How do you develop the budget/plan spend for information security? (choose 1)

• Last year’s spend grossed up by revenue growth

• Align with valuation of business assets

• Line-by-line review of requested spend

• Review IT request, then reduce by 20%

• Other (please use the chat)
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Tools of 

Analysis • Business Impact Analysis
• Predicts the consequences of disruption of a 

business function and process and gathers 

information needed to develop recovery 

strategies.

• Materiality
• Defining the topics and thresholds that matter 

most to your business and your stakeholders

• Data / App Classification
• The process of organizing data by relevant 

categories so that it may be used and 

protected more efficiently



Putting It All Together

Business Impact 

Analysis

Materiality Data/App 

Classification

Data X X

Business Value X X

Risk profile X X

Application of 

Tech

X X

Tools of Analysis

Dimensions 

of Value 



14



What Now?

Talk to your security teams

Utilize the security tools; 

prioritize activities around BIA 

and classification

Security is an investment, not 

an expense
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For Further Research

2021 AFP Risk Survey

https://conference.afponline.org/?utm_source=emailsignatures&utm_medium=email&utm_campaign=an21staffemailsigntures
https://bit.ly/3BbfbNk

