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Cyber Ranked the Most Challenging K

Risks to Manage

47% CYBER SECURITY  Ransomware; Phishing; etc.
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Rising financial impact of cyber S

crime

1000 . According to FinCen, based
Number of ransomware transactions on recent trends, the dollar
900 (2011-2021) value of ransomware reports
800 in 2021 will be more than the
past 10 years combined.
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https://www.fincen.gov/sites/default/files/2021-10/Financial%20Trend%20Analysis_Ransomware%20508%20FINAL.pdf

Five Sources of Cyber Analytics

Data
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Historical Incident Data
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Technographics




Scoring
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Bringing It together: Loss

Modeling
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Exceed ance Probability

Exceedance Probability (EP) Curve - Aggregate
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Cyber Insurance: Rising Rates
Drive Hard Decisions

Average US cyber rate change through September 2021

Nov-20 Dec-20 Jan-21 Feb-21 Mar-21 Apr-21 May-21 Jun-21 Jul-21 Aug-21

m— Average Total Price Per Million Change (All sizes) m— Ayverage Primary Price Per Million Change (All sizes)

Sept 2021 renewals* 1st Quartile Median Average 3'd Quartile

Total price per mil 112.5% 128.3%

Primary price per mil 38.9% 78.1% 126.6%

All Sept 2021

renewals** Median Average

Total price per

) 97% 174%
mil

Primary price per
mil

83% 155%

**Data includes 30% of renewals
with limit changes:
23% reduced limits
7% increased limits

Takeaways:

1. Capacity changes are driven
by insureds minimizing
iIncreases as well as less
available capacity.

2. Clients who saw outsized
Increases were forced to
consider reduced limits.



Cyber insurance market

summary
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Claims frequency and Losses accelerating Insurers aggressively 3" parties being used
severity remain high pricing pressure even managing global to externally scan
on loss free accounts capacity and environments
Ransomware, with good controls increasing SIRs

systemic risk, and Expect inquiries on

regulations continue Expect increases to Distressed classes recent supply chain
to drive concern continue into 2022 and large towers may events, biometric info,

see capacity and operational
Tech E&O and Media challenges technology

now also a concern
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Carriers scaling back
or not offering
ransomware-related
coverages if a client
has poor controls

More scrutiny on CBI
and regulatory cover
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Robust cybersecurity controls are key ¥sa

to risk mitigation, resilience, and insurability

&P

Multifactor Endpoint Secured, Privileged Email filtering Patch

authentication Detection and encrypted, and Access and web security management and

(MFA) for remote Response (EDR) tested backups Management vulnerability

access and (PAM) management

admin/privileged

controls
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|

Cyber incident Cybersecurity Hardening Logging and End-of-life Vendor/digital

response planning awareness techniques, monitoring/ systems replaced  supply chain risk

and testing training and including Remote  network or protected management
phishing testing Desktop Protocol  protections

(RDP) mitigation

Cyber hygiene controls critical as cyber threats intensify (marsh.com)



https://www.marsh.com/us/insights/research/critical-cyber-hygiene-controls.html

Strategize for renewals sz ror

PROFESSIONALS

Excellent controls are baseline to access cyber insurance

coverage
@ Controls g%g Structure Underwriting
Improve security and claims Explore structure Provide robust underwriting

posture: options: data:
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Appendix: Additional reading

and resources
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2021 AFP*

RISK SURVEY REPORT

Post Crisis and Preparation for the Future

CCOMPREHENSIVE REPORT

Seporndty
©® MarshMcLennan

2021 AFP Risk
Survey

RATEGIC ROLE OF TREASURY
SURVEY REPORT
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2020 AFP Strateqgic
Role of Treasury

Survey

The State of the US
Cyber Insurance
Market

Cyber market influenced by Increased exposure

The State of the Us Cyber Insurance Market

JOURNAL

THE MARSH McLENNAN
CYBER HANDBOOK

The Marsh McLennan Cyber
Handbook
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https://www.afponline.org/publications-data-tools/reports/survey-research-economic-data/Details/strategy-survey/
https://www.afponline.org/publications-data-tools/reports/survey-research-economic-data/Details/risk-2017/
https://www.marshmclennan.com/insights/publications/2021/october/the-marsh-mclennan-cyber-handbook.html
https://www.marsh.com/us/services/cyber-risk/insights/the-state-of-the-us-cyber-insurance-market.html
https://www.marshmclennan.com/insights/publications/2021/october/the-marsh-mclennan-cyber-handbook.html
https://www.marsh.com/us/services/cyber-risk/insights/the-state-of-the-us-cyber-insurance-market.html
https://www.afponline.org/publications-data-tools/reports/survey-research-economic-data/Details/strategy-survey/
https://www.afponline.org/publications-data-tools/reports/survey-research-economic-data/Details/risk-2017/
https://www.afponline.org/publications-data-tools/reports/survey-research-economic-data/Details/risk-2017/

